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1. Title: The Need to Reconcile Concepts that Characterize Systems Facing Threats 
Authors: S. E. Galaitsi, Jeffrey M. Keisler, Benjamin D. Trump, Igor Linkov  
Abstract: Desirable system performance in the face of threats has been characterized by various management concepts. Through semistructured interviews with editors of journals in the fields of emergency response and systems management, a literature review, and professional judgment, we identified nine related and often interchangeably used system performance concepts: adaptability, agility, reliability, resilience, resistance, robustness, safety, security, and sustainability. A better understanding of these concepts will allow system planners to pursue management strategies best suited to their unique system dynamics and specific objectives of good performance. We analyze expert responses and review the linguistic definitions and mathematical framing of these concepts to understand their applications. We find a lack of consensus on their usage between interview subjects, but by using the mathematical framing to enrich the linguistic definitions, we formulate comparative visualizations and propose distinct definitions for the nine concepts. We present a conceptual framing to relate the concepts for management purposes. 
2. Title: An Adversarial Risk Analysis Framework for Cybersecurity 
Authors: David Rios Insua, Aitor Couce‐Vieira, Jose A. Rubio, Wolter Pieters, Katsiaryna Labunets, Daniel G. Rasines  
Abstract: Risk analysis is an essential methodology for cybersecurity as it allows organizations to deal with cyber threats potentially affecting them, prioritize the defense of their assets, and decide what security controls should be implemented. Many risk analysis methods are present in cybersecurity models, compliance frameworks, and international standards. However, most of them employ risk matrices, which suffer shortcomings that may lead to suboptimal resource allocations. We propose a comprehensive framework for cybersecurity risk analysis, covering the presence of both intentional and nonintentional threats and the use of insurance as part of the security portfolio. A simplified case study illustrates the proposed framework, serving as template for more complex problems. 
3. Title: Improved Transferability of Data‐Driven Damage Models Through Sample Selection Bias Correction 
Authors: Dennis Wagenaar, Tiaravanni Hermawan, Marc J. C. van den Homberg, Jeroen C. J. H. Aerts, Heidi Kreibich, Hans de Moel, Laurens M. Bouwer  
Abstract: Damage models for natural hazards are used for decision making on reducing and transferring risk. The damage estimates from these models depend on many variables and their complex sometimes nonlinear relationships with the damage. In recent years, data‐driven modeling techniques have been used to capture those relationships. The available data to build such models are often limited. Therefore, in practice it is usually necessary to transfer models to a different context. In this article, we show that this implies the samples used to build the model are often not fully representative for the situation where they need to be applied on, which leads to a “sample selection bias.” In this article, we enhance data‐driven damage models by applying methods, not previously applied to damage modeling, to correct for this bias before the machine learning (ML) models are trained. We demonstrate this with case studies on flooding in Europe, and typhoon wind damage in the Philippines. Two sample selection bias correction methods from the ML literature are applied and one of these methods is also adjusted to our problem. These three methods are combined with stochastic generation of synthetic damage data. We demonstrate that for both case studies, the sample selection bias correction techniques reduce model errors, especially for the mean bias error this reduction can be larger than 30%. The novel combination with stochastic data generation seems to enhance these techniques. This shows that sample selection bias correction methods are beneficial for damage model transfer. 
4. Title: Bayesian Stacked Parametric Survival with Frailty Components and Interval‐Censored Failure Times: An Application to Food Allergy Risk 
Authors: Matthew W. Wheeler, Joost Westerhout, Joe L. Baumert, Benjamin C. Remington  
Abstract: To better understand the risk of exposure to food allergens, food challenge studies are designed to slowly increase the dose of an allergen delivered to allergic individuals until an objective reaction occurs. These dose‐to‐failure studies are used to determine acceptable intake levels and are analyzed using parametric failure time models. Though these models can provide estimates of the survival curve and risk, their parametric form may misrepresent the survival function for doses of interest. Different models that describe the data similarly may produce different dose‐to‐failure estimates. Motivated by predictive inference, we developed a Bayesian approach to combine survival estimates based on posterior predictive stacking, where the weights are formed to maximize posterior predictive accuracy. The approach defines a model space that is much larger than traditional parametric failure time modeling approaches. In our case, we use the approach to include random effects accounting for frailty components. The methodology is investigated in simulation, and is used to estimate allergic population eliciting doses for multiple food allergens. 
5. Title: Dose–Response Modeling: Extrapolating From Experimental Data to Real‐World Populations 
Authors: Adrian Pratt, Emma Bennett, Joseph Gillard, Steve Leach, Ian Hall  
Abstract: Dose–response modeling of biological agents has traditionally focused on describing laboratory‐derived experimental data. Limited consideration has been given to understanding those factors that are controlled in a laboratory, but are likely to occur in real‐world scenarios. In this study, a probabilistic framework is developed that extends Brookmeyer's competing‐risks dose–response model to allow for variation in factors such as dose‐dispersion, dose‐deposition, and other within‐host parameters. With data sets drawn from dose–response experiments of inhalational anthrax, plague, and tularemia, we illustrate how for certain cases, there is the potential for overestimation of infection numbers arising from models that consider only the experimental data in isolation. 
6. Title: Modeling the Dose Response Relationship of Waterborne Acanthamoeba 
Authors: Kara Dean, Sushil Tamrakar, Yin Huang, Joan B. Rose, Jade Mitchell  
Abstract: This study developed dose response models for determining the probability of eye or central nervous system infections from previously conducted studies using different strains of Acanthamoeba spp. The data were a result of animal experiments using mice and rats exposed corneally and intranasally to the pathogens. The corneal inoculations of Acanthamoeba isolate Ac 118 included varied amounts of Corynebacterium xerosis and were best fit by the exponential model. Virulence increased with higher levels of C. xerosis. The Acanthamoeba culbertsoni intranasal study with death as an endpoint of response was best fit by the beta‐Poisson model. The HN‐3 strain of A. castellanii was studied with an intranasal exposure and three different endpoints of response. For all three studies, the exponential model was the best fit. A model based on pooling data sets of the intranasal exposure and death endpoint resulted in an LD50 of 19,357 amebae. The dose response models developed in this study are an important step towards characterizing the risk associated with free‐living amoeba like Acanthamoeba in drinking water distribution systems. Understanding the human health risk posed by free‐living amoeba will allow for quantitative microbial risk assessments that support building design decisions to minimize opportunities for pathogen growth and survival. 
7. Title: Logistic Regression Models with Unspecified Low Dose–Response Relationships and Experimental Designs for Hormesis Studies 
Authors: Steven Kim, Jeffrey Wand, Christina Magana‐Ramirez, Jenel Fraij  
Abstract: Hormesis refers to a nonmonotonic (biphasic) dose–response relationship in toxicology, environmental science, and related fields. In the presence of hormesis, a low dose of a toxic agent may have a lower risk than the risk at the control dose, and the risk may increase at high doses. When the sample size is small due to practical, logistic, and ethical considerations, a parametric model may provide an efficient approach to hypothesis testing at the cost of adopting a strong assumption, which is not guaranteed to be true. In this article, we first consider alternative parameterizations based on the traditional three‐parameter logistic regression. The new parameterizations attempt to provide robustness to model misspecification by allowing an unspecified dose–response relationship between the control dose and the first nonzero experimental dose. We then consider experimental designs including the uniform design (the same sample size per dose group) and the 𝑐‐optimal design (minimizing the standard error of an estimator for a parameter of interest). Our simulation studies showed that (1) the 𝑐‐optimal design under the traditional three‐parameter logistic regression does not help reducing an inflated Type I error rate due to model misspecification, (2) it is helpful under the new parameterization with three parameters (Type I error rate is close to a fixed significance level), and (3) the new parameterization with four parameters and the 𝑐‐optimal design does not reduce statistical power much while preserving the Type I error rate at a fixed significance level. 

8. Title: Salmonella Prevalence Alone Is Not a Good Indicator of Poultry Food Safety  
Authors: Thomas Oscar 
Abstract: Salmonella is a leading cause of foodborne illness (i.e., salmonellosis) outbreaks, which on occasion are attributed to ground turkey. The poultry industry uses Salmonella prevalence as an indicator of food safety. However, Salmonella prevalence is only one of several factors that determine risk of salmonellosis. Consequently, a model for predicting risk of salmonellosis from individual lots of ground turkey as a function of Salmonella prevalence and other risk factors was developed. Data for Salmonella contamination (prevalence, number, and serotype) of ground turkey were collected at meal preparation. Scenario analysis was used to evaluate effects of model variables on risk of salmonellosis. Epidemiological data were used to simulate Salmonella serotype virulence in a dose‐response model that was based on human outbreak and feeding trial data. Salmonella prevalence was 26% (n = 100) per 25 g of ground turkey, whereas Salmonella number ranged from 0 to 1.603 with a median of 0.185 log per 25 g. Risk of salmonellosis (total arbitrary units (AU) per lot) was affected (p ≤ 0.05) by Salmonella prevalence, number, and virulence, by incidence and extent of undercooking, and by food consumption behavior and host resistance but was not (p > 0.05) affected by serving size, serving size distribution, or total bacterial load of ground turkey when all other risk factors were held constant. When other risk factors were not held constant, Salmonella prevalence was not correlated (r = −0.39; p = 0.21) with risk of salmonellosis. Thus, Salmonella prevalence alone was not a good indicator of poultry food safety because other factors were found to alter risk of salmonellosis. In conclusion, a more holistic approach to poultry food safety, such as the process risk model developed in the present study, is needed to better protect public health from foodborne pathogens like Salmonella. 

9. Title: Kitchen Hygiene in the Spotlight: How Cooking Shows Influence Viewers’ Hygiene Practices 
Authors: Severine Koch, Mark Lohmann, Jasmin Geppert, Rainer Stamminger, Astrid Epp, Gaby‐Fleur Böl  
Abstract: Poor hygiene when handling food is a major cause of foodborne illness. To investigate whether hygiene practices visible in television cooking shows influence viewers’ kitchen hygiene, a study on the adoption of demonstrated hygiene behavior was conducted under controlled, experimental conditions. In a study ostensibly on cooking by following recipes participants (n = 65) were randomly assigned to one of three conditions, in which they watched a cooking video that differed only with regard to the hygiene behavior of the chef. In condition 1, the chef engaged in poor hygiene practices while preparing the dish, in condition 2 the chef's hygiene behavior was exemplary and in condition 3, the chef's hygiene behavior was not visible (control condition). After watching the video, participants were instructed to cook the recipe individually in the fully equipped laboratory kitchen. Cooking sessions were videotaped and experimenters blind to condition coded hygiene lapses committed by participants. The level of kitchen hygiene displayed in the cooking video significantly affected hygiene practices of participants cooking the recipe. Participants who had watched the cooking video with correct hygiene practices committed significantly fewer hygiene lapses than those who had watched the video with poor hygiene practices. From a risk communication perspective, TV cooking shows are well placed to convey knowledge of essential hygiene practices during food preparation to a broad audience. To facilitate behavioral change toward safer food‐handling practices among viewers, visibly performing correct hygiene practices in cooking shows is a promising strategy. 
10. Title: Tampering with Nature: A Systematic Review 
Authors: Gea Hoogendoorn, Bernadette Sütterlin, Michael Siegrist  
Abstract: Tampering with nature has been shown to be a strong, and sometimes even the strongest, predictor of the risk perception and acceptance of various technologies and behaviors, including environmental technologies, such as geoengineering. It is therefore helpful to understand what tampering with nature is as a construct, to which factors it relates, and when a technology or behavior is perceived as such. By means of a systematic review, we show that very little systematic research has been conducted on tampering with nature. Because tampering with nature has not yet been clearly defined, no systematic operationalization of tampering with nature has been used in the current literature. We show that tampering with nature is often used interchangeably with other constructs, such as naturalness. Based on the literature, we suggest that tampering with nature is related to and possibly influenced by three other constructs, which are naturalness, morality, and controllability. We discuss the influence of tampering with nature on the acceptance and risk perception of various technologies and behaviors and make suggestions for future research needs in order to better understand this construct. 

11. Title: Indiscriminate, Irrelevant, and Sometimes Wrong: Causal Misconceptions about Climate Change 
Authors: Whitney Fleming, Adam L. Hayes, Katherine M. Crosman, Ann Bostrom  
Abstract: Prior research demonstrates widespread persistence of beliefs about climate change causes and risks that are arguably misconceptions. They include believing pollution causes climate change, believing ozone depletion causes climate change, the combination of these two “green beliefs,” referred to as environmental problems, and believing natural climate variation significantly contributes to current climate trends. Each of these causal beliefs has the potential to weaken or divert support away from effective climate change risk mitigation policies. To assess this potential, we explore the nature and prevalence of these beliefs in the United States with a national sample of interviews (N = 77) and two national surveys (N = 1,013, N = 1,820), and apply regression and mediation analyses to explore whether they explain any of the variation in individuals’ concern or support for policy to mitigate climate change. Adherence to these beliefs—which reflect a variety of misconceptions illustrated in the interviews—differs by political ideology but is common, with over a third of interviewees mentioning one or more. Controlling for general knowledge, political ideology, and other factors, misconceptions about environmental problems are still associated directly with support for climate change policies. On average adherence to the belief that environmental problems cause climate change is associated with a 25% higher probability of policy support. In contrast, believing natural climate variability is a major recent cause of climate change is associated with a 7% lower probability of supporting climate policy, even after controlling for political ideology and other knowledge about climate change. 
12. Title: The More Who Die, the Less We Care: Evidence from Natural Language Analysis of Online News Articles and Social Media Posts 
Authors: Sudeep Bhatia, Lukasz Walasek, Paul Slovic, Howard Kunreuther  
Abstract: Considerable amount of laboratory and survey‐based research finds that people show disproportional compassionate and affective response to the scope of human mortality risk. According to research on “psychic numbing,” it is often the case that the more who die, the less we care. In the present article, we examine the extent of this phenomenon in verbal behavior, using large corpora of natural language to quantify the affective reactions to loss of life. We analyze valence, arousal, and specific emotional content of over 100,000 mentions of death in news articles and social media posts, and find that language shows an increase in valence (i.e., decreased negative affect) and a decrease in arousal when describing mortality of larger numbers of people. These patterns are most clearly reflected in specific emotions of joy and (in a reverse fashion) of fear and anger. Our results showcase a novel methodology for studying affective decision making, and highlight the robustness and real‐world relevance of psychic numbing. They also offer new insights regarding the psychological underpinnings of psychic numbing, as well as possible interventions for reducing psychic numbing and overcoming social and psychological barriers to action in the face of the world's most serious threats. 

13. Title: Secondary Risk Theory: Validation of a Novel Model of Protection Motivation 
Authors: Christopher L. Cummings, Sonny Rosenthal, Wei Yi Kong  
Abstract: Protection motivation theory states individuals conduct threat and coping appraisals when deciding how to respond to perceived risks. However, that model does not adequately explain today's risk culture, where engaging in recommended behaviors may create a separate set of real or perceived secondary risks. We argue for and then demonstrate the need for a new model accounting for a secondary threat appraisal, which we call secondary risk theory. In an online experiment, 1,246 participants indicated their intention to take a vaccine after reading about the likelihood and severity of side effects. We manipulated likelihood and severity in a 2 × 2 between‐subjects design and examined how well secondary risk theory predicts vaccination intention compared to protection motivation theory. Protection motivation theory performed better when the likelihood and severity of side effects were both low (R2 = 0.30) versus high (R2 = 0.15). In contrast, secondary risk theory performed similarly when the likelihood and severity of side effects were both low (R2 = 0.42) or high (R2 = 0.45). But the latter figure is a large improvement over protection motivation theory, suggesting the usefulness of secondary risk theory when individuals perceive a high secondary threat. 

