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1. Title: The “Inherent Vices” of Policy Design: Uncertainty, Maliciousness, and Noncompliance
Authors: Michael Howlett, Ching Leong
Abstract: Policy designs must not only “work” in the sense of accomplishing their goals but must also work in their intended fashion. Most research to date has focused on the former topic and dwells on the technical aspects of how various tools and instruments could be utilized to achieve the aims and goals of policymakers. This branch of research tends to underemphasize the difficulties inherent to policy making including policy contexts that are often highly uncertain, policymakers who fall short of an idealized version of high capacity, well-intentioned decisionmakers grappling with relevant public problems, and policy-takers who fail to comply with government wishes. These “inherent vices” of policy making are factors which contribute to policy volatility or the risk of policy failure. The paper stresses the need for improved risk management and mitigation strategies in policy formulation and policy designs to take these risks into account. It sets out and develops an approach borrowed from product failure management (in manufacturing) and portfolio management (in finance) to help better assess and manage these risks.
2. Title: Prioritization of Resilience Initiatives for Climate-Related Disasters in the Metropolitan City of Venice
Authors: Marta Bonato, Beatrice Sambo, Anna Sperotto, James H. Lambert, Igor Linkov, Andrea Critto, Silvia Torresan, Antonio Marcomini
Abstract: Increases in the magnitude and frequency of climate and other disruptive factors are placing environmental, economic, and social stresses on coastal systems. This is further exacerbated by land use transformations, urbanization, over-tourism, sociopolitical tensions, technological innovations, among others. A scenario-informed multicriteria decision analysis (MCDA) was applied in the Metropolitan City of Venice integrating qualitative (i.e., local stakeholder preferences) and quantitative information (i.e., climate-change projections) with the aim of enhancing system resilience to multiple climate-related threats. As part of this analysis, different groups of local stakeholders (e.g., local authorities, civil protection agencies, SMEs, NGOs) were asked to identify critical functions that needs to be sustained. Various policy initiatives were considered to support these critical functions. The MCDA was used to rank the initiatives across several scenarios describing main climate threats (e.g., storm surges, floods, heatwaves, drought). We found that many climate change scenarios were considered to be disruptive to stakeholders and influence alternative ranking. The management alternatives acting on physical domain generally enhance resilience across just a few scenarios while cognitive and informative initiatives provided resilience enhancement across most scenarios considered. With uncertainty of multiple stressors along with projected climate variability, a portfolio of cognitive and physical initiatives is recommended to enhance resilience.
3. Title: Quantitative Risk Assessments of Hepatitis A Virus and Hepatitis E Virus from Raw Oyster Consumption
Authors: Kriangsak Ruchusatsawat, Chackrit Nuengjamnong, Apiwat Tawatsin, Laddawan Thiemsing, Chonthicha Kawidam, Naraporn Somboonna, Suphachai Nuanualsuwan
Abstract: A quantitative risk assessment of hepatitis A virus (HAV) and hepatitis E virus (HEV) from raw oyster consumption from farm and retail was evaluated over three seasons. This risk assessment comprises four steps: hazard identification, dose–response assessment, exposure assessment, and risk characterization. We used probabilistic models for prevalence, concentration, and oyster consumption. HEV dose–response (DR) model based on HEV dosing in chimpanzees and used to perform a dose–response assessment of HEV was proposed. Both HAV and HEV were simultaneously enumerated by real-time PCR to determine viral doses. The probabilistic prevalences of HAV and HEV were in the ranges of 8–20% and 8–40%, respectively. The best-fit DR model was the beta-Poisson with alpha and N50 equal to 216.9 and 3.03 × 107, respectively. After running the Monte Carlo simulation, the annual cases of foodborne hepatitis A and hepatitis E from raw oyster consumption from farms were 9,264–17,526 and 1–604, respectively, while those at retail were 7,694–14,591 and 1–204, respectively. This study suggested that consuming farm oysters poses a significantly higher risk of hepatitis A than hepatitis E. The best-fit DR model for HEV developed in this study could determine risks of hepatitis E from raw oyster consumption in Thailand.
4. Title: Evaluation of Potential Impacts of Free Chlorine during Washing of Fresh-Cut Leafy Greens on Escherichia coli O157:H7 Cross-Contamination and Risk of Illness
Authors: Amir Mokhtari, Hao Pang, Sofia Santillana Farakos, Gordon R. Davidson, Elizabeth Noelia Williams, Jane M. Van Doren 
Abstract: Addition of chlorine-based antimicrobial substances to fresh-cut leafy green wash water is done to minimize microbial cross-contamination during processing. We developed the FDA Leafy Green Risk Assessment Model (FDA-LGRAM) to quantify the impact of free chlorine concentration in wash water during fresh-cut lettuce processing on the extent of water-mediated cross-contamination between shredded lettuce and the associated risk of illness due to exposure to Escherichia coli O157:H7. At different contamination prevalence and levels of E. coli O157:H7 on incoming lettuce heads, the model compared the predicted prevalence of contaminated fresh-cut lettuce packages and the risk of illness per serving between: (1) a scenario where fresh-cut lettuce was packaged without washing; and (2) scenarios involving washing fresh-cut lettuce with different levels of free chlorine (0 ppm, 5 ppm, 10 ppm, 15 ppm, and 20 ppm) prior to packaging. Our results indicate that the free chlorine level in wash water has a substantial impact on the predicted prevalence of contaminated fresh-cut lettuce packages and the risk of illness associated with E. coli O157:H7 in fresh-cut lettuce. Results showed that the required level of free chlorine that can minimize water-mediated cross-contamination and reduce the corresponding risk of illness depended on contamination prevalence and levels of E. coli O157:H7 on incoming lettuce heads. Our model also indicated that the pathogen inactivation rate in wash water via free chlorine was a key model parameter that had a significant impact on the extent of cross-contamination during washing and the predicted associated risk of illness.
5. Title: Spread of Nontyphoidal Salmonella in the Beef Supply Chain in Northern Tanzania: Sensitivity in a Probabilistic Model Integrating Microbiological Data and Data from Stakeholder Interviews
Authors: Ruth N. Zadoks, Gary C. Barker, Jackie Benschop, Kathryn J. Allan, Gemma Chaters, Sarah Cleaveland, John A. Crump, Margaret A. Davis, Blandina T. Mmbaga, Gerard Prinsen, Kate M. Thomas, Linda Waldman, Nigel P. French
Abstract: East Africa is a hotspot for foodborne diseases, including infection by nontyphoidal Salmonella (NTS), a zoonotic pathogen that may originate from livestock. Urbanization and increased demand for animal protein drive intensification of livestock production and food processing, creating risks and opportunities for food safety. We built a probabilistic mathematical model, informed by prior beliefs and dedicated stakeholder interviews and microbiological research, to describe sources and prevalence of NTS along the beef supply chain in Moshi, Tanzania. The supply chain was conceptualized using a bow tie model, with terminal livestock markets as pinch point, and a forked pathway postmarket to compare traditional and emerging supply chains. NTS was detected in 36 (7.7%) of 467 samples throughout the supply chain. After combining prior belief and observational data, marginal estimates of true NTS prevalence were 4% in feces of cattle entering the beef supply and 20% in raw meat at butcheries. Based on our model and sensitivity analyses, true NTS prevalence was not significantly different between supply chains. Environmental contamination, associated with butchers and vendors, was estimated to be the most likely source of NTS in meat for human consumption. The model provides a framework for assessing the origin and propagation of NTS along meat supply chains. It can be used to inform decision making when economic factors cause changes in beef production and consumption, such as where to target interventions to reduce risks to consumers. Through sensitivity and value of information analyses, the model also helps to prioritize investment in additional research.
6. Title: Risk Assessment of Polycyclic Aromatic Hydrocarbons (PAHs) in Smoked Sardinella sp. in Ghana: Impact of an Improved Oven on Public Health Protection
Authors: Kennedy Bomfeh, Liesbeth Jacxsens, Wisdom Kofi Amoa-Awua, Esther Garrido Gamarro, Yvette Diei Ouadi, Bruno De Meulenaer
Abstract: An improved fish smoking oven called FAO-Thiaroye Technique (FTT) has been introduced in Ghana and other countries in the Global South as a technical intervention for the high levels of polycyclic aromatic hydrocarbons (PAHs) in traditionally smoked fish produced in those regions. This study evaluated the extent to which the intervention reduces consumer exposure to PAHs (considering benzo(a)pyrene [BaP] as a marker) in smoked fish, using Ghana as a case. Smoked Sardinella sp. were sampled from two traditional ovens (Chorkor smoker and metal drum oven) and the FTT and their PAH levels were determined by gas chromatography-mass spectrometry. Samples of the product were also purchased from informal markets in three selected regions of Ghana and analyzed for their PAH levels. Cross-sectional consumer surveys were conducted in the selected regions to determine intakes of the commodity. A probabilistic risk assessment of PAH was then done by the margin of exposure (MoE) approach. BaP MoE as low as 1,060 and 752 were obtained for products from the traditional ovens and the informal markets, respectively, whereas the lowest value for FTT products was approximately 161,000. MoE values less than 10,000 were considered to denote a serious public health concern requiring risk management action. Therefore, the findings suggest that there is a potential health concern of high consumer exposure to PAHs in traditionally smoked fish in Ghana, and that the FTT is a technically viable intervention for the problem.
7. Title: How People Understand Risk Matrices, and How Matrix Design Can Improve their Use: Findings from Randomized Controlled Studies
Authors: Holly Sutherland, Gabriel Recchia, Sarah Dryhurst, Alexandra L.J. Freeman
Abstract: Risk matrices are a common way to communicate the likelihood and potential impacts of a variety of risks. Until now, there has been little empirical work on their effectiveness in supporting understanding and decision making, and on how different design choices affect these. In this pair of online experiments (total n = 2699), we show that risk matrices are not always superior to text for the presentation of risk information, and that a nonlinear/geometric labeling scheme helps matrix comprehension (when the likelihood/impact scales are nonlinear). To a lesser degree, results suggested that changing the shape of the matrix so that cells increase in size nonlinearly facilitates comprehension as compared to text alone, and that comprehension might be enhanced by integrating further details about the likelihood and impact onto the axes of the matrix rather than putting them in a separate key. These changes did not affect participants’ preference for reducing impact over reducing likelihood when making decisions about risk mitigation. We recommend that designers of risk matrices consider these changes to facilitate better understanding of relationships among risks.
8. Title: The Effect of Perceived Threats and Response Efficacy on Adaptation to Smog: An Instrumental Variables Design
Authors: Kaddour Mehiriz, Pierre Gosselin
Abstract: Threats and response efficacyperceptions are core conceptsof the protection motivationtheory, and recent years have witnessed a considerable growth of research on the effect of thesefactors on adaptation to air pollution. However, few studies use appropriate designs to deal with endogeneity issues, a situation that raises serious questions on the validity of their findings. To overcome this problem, this study uses the instrumental variables method to test the effect of perceived threats and response efficacy on adaptation to smog episodes. The results of this study show that the conjunction of a moderate to high perception of threats with a high perception of response efficacy is positively associated with the adoption of the recommended behavior. The increase of perceived threats does not seem to have an effect on the behavior of individuals with low response efficacy perception. Moreover, change in perceived response efficacy does not lead to any change in the behavior of individuals with low threat perceptions. Concerning policy implications, this study suggests that smog warnings and health communication campaigns could be more effective if they provide accurate information simultaneously on air pollution level, its adverse effects, and advice on how to mitigate these effects.
9. Title: A Burning Concern: Family Forest Owner Wildfire Concerns Across Regions, Scales, and Owner Characteristics
Authors: Brian Danley, Jesse Caputo, Brett J. Butler
Abstract: While there is a large literature on how individual homeowners perceive location-specific wildfire hazard, there is only one study specific to U.S. family forest owners. Using respondents from the United States Department of Agriculture (USDA) Forest Service's National Woodland Owner Survey of family forest ownerships in the United States, we investigate the relationship between landowners’ wildfire concerns and biophysical wildfire hazard across the contiguous United States. As a measure of long-term conditions for high intensity wildfire, we use the USDA Forest Service's Wildfire Hazard Potential Index as our key variable of interest. We test six ways of aggregating Wildfire Hazard Potential using 1-, 10-, and 100-mile (1.6, 16, and 160 km) radii buffers with linear and logistic specifications for hazard potential. Results show the log of Wildfire Hazard Potential is the best fit for modeling wildfire hazard concerns. Respondents in the western United States have a higher baseline level of concern but are not necessarily more sensitive to the hazard spectrum compared to respondents in the north. Respondents in the southern United States have a lower sensitivity to the hazard spectrum compared to respondents in the north and west. Using predicted probabilities at the means, we also compute regional prevalence ratios to compare the impact of biophysical wildfire hazard to the relative impact of other important variables. Various property and owner characteristics not related to biophysical hazard potential, such as emotion, receiving information about wildfire, and the presence of a house on the property are determinants of wildfire concern in some, but not all regions of the United States.
10. Title: I Think, Therefore I Act: The Influence of Critical Reasoning Ability on Trust and Behavior During the COVID-19 Pandemic
Authors: Alex Segrè Cohen, Lauren Lutzke, Caitlin Drummond Otten, Joseph Árvai
Abstract: Actively open-minded thinking (AOT) operates in three dimensions: it serves as a norm accounting for how one should search for and use information in judgment and decision making; it is a thinking style that one may adopt in accordance with the norm; and it sets standards for evaluating the thinking of others, particularly the trustworthiness of sources that claim authority. With the first and third dimensions in mind, we explore how AOT influences trust in public health experts, risk perceptions, and compliance with recommended behaviors aimed at slowing the spread and severity of the COVID-19 pandemic. Using survey data from a nationally representative sample of Americans (N = 857), we tested whether AOT will lead people to place greater trust public health experts (H1). Because these experts have been consistently messaging that COVID-19 is a real and serious threat to public health, we also hypothesized that trust in experts would be positively associated with high perceived risk (H2), which should have a positive influence on (self-reported) compliance with CDC recommendations (H3). And because AOT is a self-directed thinking style, we also expected it to directly influence risk perceptions and, by extension, compliance (H4). Our results support all four hypotheses. We discuss the implications of these results for how risk communication and risk management efforts are designed and practiced.
11. Title: Multistage Attack–Defense Graph Game Analysis for Protection Resources Allocation Optimization Against Cyber Attacks Considering Rationality Evolution
Authors: Chengwu Shao, Yan-Fu Li
Abstract: Cyber vulnerabilities become ever more critical in modern industrial systems since the attacker can utilize the vulnerabilities to degrade their performance or even cause disasters. In 2015, a series of sequential and well-organized cyber attacks intruded into the Ukrainian power grid, compromised access to the control system, and interrupted the power supply system, finally causing a widespread power outage. To assist the defender, e.g., power grid operator, to allocate protection resources against cyber attacks, existing studies have devoted considerable efforts to risk and reliability analysis and interaction analysis using game theory. The defender's protection strategy includes preevent defense strategy and postevent repair strategy. The strategy spaces of both players were static in previous studies. However, facing Ukrainian-style cyber attacks, the strategy spaces could variate during the attacker–defender confrontation. In other words, the vulnerability compromised by the attacker in one stage could expose the subsequential vulnerabilities, leading to the change of strategy spaces. In this work, a multistage attack–defense graph game model is proposed to assist the defender in allocating protection resources optimally against sequential cyber attacks during multiple stages. In addition, we consider the existence of the rationality evolution of the attacker, which mainly results from asymmetric information, capacity limitation, and progressive learning during the confrontation. Compared to previous studies based on static strategy spaces and static rationalities, our model is more practical and effective in dealing with Ukrainian-style cyber attacks. The simulation results show the superiority of our approach, and some notable observations and practical suggestions are summarized for the defender.
12. Title: Managing Physical and Economic Risk for Systems with Multidirectional Network Interdependencies 
Authors: Unal Tatar, Joost R. Santos, Shital A. Thekdi
Abstract: Critical infrastructure networks, such as transportation and supply chains, are becoming increasingly interdependent. As the operability of network nodes relies on the operability of connected nodes, network disruptions have the potential to spread across entire networks, having catastrophic consequences in the realms of physical network performance and also economic performance. While risk-informed physical network models and economic models have been well-studied in the literature, there is limited study of how physical features of network performance interact with sector-specific economic performance, particularly as these physical networks recover from disruptions of varying durations. In this article, we create a generalizable framework for integrating Functional Dependency Network Analysis (FDNA) and Dynamic Inoperability Input–Output Models (DIIM), to assess the extent to which disruptions to critical infrastructure could degrade its functionality over a period of time. We demonstrate the framework using disruptive scenarios for a critical transportation network in Virginia, USA. We consider scenarios involving: (a) mild case that is relatively more frequent such as recurring traffic conditions; (b) moderate case involving an incident with a multihour delay, and (c) severe case that is relatively less frequent such as evacuation after a major hurricane. The results will be useful for network managers, policymakers, and stakeholders who are seeking to invest in risk mitigation for network functionality and economic activity.
13. Title: Decision support architectures for the recovery of interdependent infrastructure with large-scale damage and socially vulnerable populations
Authors: Krista Rand, Minghui Sun, Cody H. Fleming
Abstract: Infrastructure damage has household-level consequences after a major disaster. Losses are experienced due to factors such as unavailable services and impaired mobility. Socially vulnerable residents, in particular, have few resources with which to adapt. Decision support tools for making justifiable, transparent, repeatable decisions that center the needs of users during recovery are currently nonexistent. In part, this is because infrastructure recovery is a complex process, often involving the coordination of multiple entities. The recovery problem can be rendered more tractable by applying tools suitable for modeling complex systems and processes. System theoretic process analysis (STPA) can be used for goalsetting in a complex, dynamic system such as community civil infrastructure. STPA is used here to devise a decision support tool architecture suitable for coordinated multiagency recovery efforts. The example application is a long-term recovery process with widespread infrastructure damage, population displacement, and other disruptions in system use due to a major disaster. In the example, losses and hazards are defined to reflect recovery challenges commonly faced by vulnerable populations experiencing partial or total displacement. This extension of STPA then reverses these hazards, starting with the most hazardous system states and progressing sequentially to less hazardous states until recovery is complete.
14. Title: Order Matters: The Benefits of Ordinal Fragility Curves for Damage and Loss Estimation
Authors: Michele Nguyen, David Lallemant 
Abstract: Probabilistic loss assessments from natural hazards require the quantification of structural vulnerability. Building damage data can be used to estimate fragility curves to obtain realistic descriptions of the relationship between a hazard intensity measure and the probability of exceeding certain damage grades. Fragility curves based on the lognormal cumulative distribution function are popular because of their empirical performance as well as theoretical properties. When we are interested in estimating exceedance probabilities for multiple damage grades, these are usually derived per damage grade via separate probit regressions. However, they can also be obtained simultaneously through an ordinal model which treats the damage grades as ordered and related instead of nominal and distinct. When we use nominal models, a collapse fragility curve is constructed by treating data of “near-collapse” and “no damage” the same: as data of noncollapse. This leads to a loss of information. Using synthetic data as well as real-life data from the 2015 Nepal earthquake, we provide one of the first formal demonstrations of multiple advantages of the ordinal model over the nominal approach. We show that modeling the ordering of damage grades explicitly through an ordinal model leads to higher sensitivity to the data, parsimony and a lower risk of overfitting, noncrossing fragility curves, and lower associated uncertainty.
